Candidate Privacy Notice

Data Controller: Midshire Signature Services Ltd (“the Employer”)
Data Protection Lead: Leanne Simm, Head of HR and Health & Safety
Email: leanne.simm@midshiress.co.uk

As part of our recruitment process, we collect and process personal information about job applicants.
We are committed to being transparent, ensuring your information is handled securely, and meeting our
data protection obligations under UK GDPR.

What Information We Collect

We may collect and process the following categories of personal data:
e Name, address, email address, and telephone number.
¢ Qualifications, skills, experience, and employment history.
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e Current salary, benefits, and remuneration details.

e Information about your right to work in the UK.

e Information about disabilities to ensure reasonable adjustments during recruitment.

e Information provided in CVs, application forms, cover letters, interviews, or assessments.
e References from previous employers.

o Background check and, where applicable, criminal records check information.

How We Collect Your Information
We collect data in the following ways:
o Directly from you — through application forms, CVs, interviews, and assessments.
o From third parties — such as referees, background check providers, and the Disclosure and
Barring Service (DBS). We only request this after a conditional job offer has been made and
will inform you when doing so.

Your data may be stored in our application records, HR systems, and email systems.

Why We Process Personal Data

We process your personal data for the following purposes:
e To progress your application and make recruitment decisions.
e To assess your suitability for a role.
e To meet legal obligations (e.g., verifying right-to-work status).
e To respond to and defend against legal claims.

e To monitor recruitment statistics and support equal opportunities.

Special category data (such as health, ethnicity, religion, or sexual orientation) may be processed for
equal opportunities monitoring or to make workplace adjustments. This is anonymised where possible
and only accessed where necessary.

Where criminal records checks are required, we process this data lawfully and proportionately, only
where necessary for the role or to meet safeguarding and contractual obligations.

If your application is unsuccessful, we may ask to retain your details for future vacancies. This will only
be done with your consent, which you can withdraw at any time.
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Legal Basis for Processing
We process your personal data under the following lawful bases:
e Contractual necessity — to take steps before entering into an employment contract.
o Legal obligation — to comply with employment and immigration law.
o Legitimate interests — to manage an effective recruitment process, provided your rights are not
overridden.

e Consent — if we retain your data for future opportunities.

For special category and criminal records data, we process it only where permitted under data
protection law and subject to safeguards.

Who Has Access to Your Data

Your data may be shared internally with:
¢ HR and recruvitment teams.
e Interviewers and hiring managers.

o T staff where system access is required.

If you are offered a role, we may share your data externally with:
e Previous employers (for references).
e Background check providers.
e The Disclosure and Barring Service (where a criminal records check is required).

We do not transfer your data outside the UK or EEA. If this ever changes, we will ensure appropriate
safeguards are in place.

How We Protect Your Data

We use organisational and technical measures to protect your personal information from loss, misuse,
unauthorised access, or disclosure. Access is restricted to those who need it for legitimate recruitment
purposes.

How Long We Keep Your Data
o Unsuccessful applicants: retained for 3 months after the recruitment process. With your
consent, we may keep it for up to 9 months for future opportunities.
o Successful applicants: data collected during recruitment will be added to your personnel file
and kept in line with our Employee Privacy Notice.

At the end of the retention period, your data will be securely deleted or anonymised.

Your Rights
As a candidate, you have the right to:
e Access and receive a copy of your personal data.
e Correct inaccurate or incomplete data.
e Request deletion of your data when it is no longer needed.
o Obiject to processing where we rely on legitimate interests.
e  Withdraw consent at any time (where processing is based on consent).

To exercise these rights, please contact:
Leanne Simm, Head of HR and Health & Safety
Email: leanne.simm(@midshiress.co.uk
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Complaints
If you have concerns about how we handle your data, please contact us first. If you are not satisfied,
you can raise a complaint with the Information Commissioner’s Office (ICO): www.ico.org.uk.
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