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GDPR Privacy Policy Notice
General

This Privacy Notice explains how we collect, use, and protect personal data in line with the General
Data Protection Regulation (GDPR). We are committed to safeguarding the privacy of our clients,
customers, and all individuals whose data we process.

Overview

We take data security and privacy seriously. GDPR clarifies individual rights and strengthens the
responsibilities of organisations who process personal data. Personal data is any information that
can directly or indirectly identify an individual.

What Information We Collect
We may collect and process the following categories of personal data:
e Full name
e  Work address
e  Work telephone number
e  Work email address
e Bank or payment details (organisation-related)
e Any additional information required to fulfil legal or contractual obligations (e.g.,
invoicing, compliance reporting)
We do not sell or share your data with third parties. Data is never stored on unsecured devices.

How We Use Your Information
We use personal data only for lawful purposes, including:
e Generating invoices and processing payments
e Verifying identity
e Managing and maintaining client relationships
e Communicating with clients and customers
¢ Meeting legal and regulatory obligations (e.g., HMRC requirements)
We will not use your information for marketing unless you have given explicit consent.

Legal Basis for Processing
We process personal data under the following lawful bases:
e Contractual necessity — to fulfil agreements with our clients and customers.
¢ Legal obligation — to comply with applicable laws and regulations.
¢ Legitimate interests — to ensure the effective operation of our business (e.g., invoicing,
communications).

Data Backups & Security

We maintain secure, encrypted backups of our systems. If personal data is updated, only the live
system will be amended. Backup files will only be restored if required, in which case the most
recent data will overwrite previous versions.
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Data Retention
We will not retain your personal data for longer than necessary. Retention periods vary
depending on the type of data:
e Financial records (invoices, payments): 6 years (legal requirement).
e Contact details: for the duration of the client relationship plus 2 years, unless requested
otherwise.
e Other records: retained only as long as required for contractual, legal, or regulatory
purposes.
Once data is no longer needed, it will be securely deleted or anonymised.

Your Rights
Under GDPR, you have the following rights:
¢ Right of access — to request a copy of the personal data we hold about you.
¢ Right to rectification — to request corrections to inaccurate or incomplete data.
e Right to erasure — to request deletion of your data, where legally permissible.
¢ Right to restrict processing — to limit how your data is used.
¢ Right to object — to object to data processing in certain circumstances.
¢ Right to data portability — to request transfer of your data to another provider.
To exercise these rights, please contact us using the details below.

Changes to This Privacy Notice
We review our Privacy Notice regularly and will publish updates on our website. Please check
back periodically to stay informed.

How to Contact Us
If you have any questions about this Privacy Notice or wish to exercise your rights, please contact
us at:

* By email —positivelyengaged(@midshiress.co.uk
= By post — Midshire Signature Services Ltd, Unit A3, EIm House, Oaklands Office
Park, Hooton Road, Hooton, CH66 7N
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Privacy Policy — People

This Privacy Policy explains how Midshire collects, uses, and protects personal information about
applicants, employees, workers, and contractors. It applies to potential, current, and former
colleagues and covers employment or service-related purposes only.

This policy does not form part of any employment contract. We review it regularly and will update
it on our website if any changes are made.

What is Personal Information?

Personal information is any data that identifies you, either directly or indirectly. This includes, for
example: your name, contact details, date of birth, bank account details, health information, or
employment records.

How We Collect Your Information
We collect information in the following ways:

¢ Directly from you — during the application, recruitment, and employment process.

e From others — such as referees, background checks, or regulatory authorities.

e Through our systems — including CCTV, IT, and communication systems used during your
work.

What Information We Collect
We may collect and process the following categories of information:

e Personal contact details (nhame, title, address, phone number, email).

e Date of birth, gender, marital status, dependants.

¢ Next of kin and emergency contact details.

e National Insurance number, tax and payroll records.

e Bank account details, salary, pension, and benefits information.

e Start and end dates of employment.

e Recruitment information (CV, right-to-work documents, references).

¢ Employment records (job titles, work history, training, performance).

e Disciplinary and grievance information.

e CCTV footage and IT usage records.

e Photographs.

e Special category data (e.g. health information, race/ethnicity, religion, sexual orientation,
trade union membership).

e Criminal conviction data (where legally required and appropriate).

How We Use Your Information

We use your information for legitimate employment purposes, including:
e Recruitment, appointment, and right-to-work checks.
e Administering your contract, pay, tax, and benefits.

e Liaising with pension and benefits providers.
e Managing performance, training, and career development.
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e Conducting disciplinary, grievance, or capability processes.

e Monitoring attendance, sickness, and fitness for work.

e Ensuring workplace health and safety.

e Managing equal opportunities and diversity monitoring.

e Preventing fraud and complying with regulatory or legal requirements.
¢ Making arrangements for ending our working relationship.

We will only use your information when there is a lawful basis to do so.
Legal Basis for Processing
We process your personal data under the following legal bases:

e Contract — where processing is necessary for your employment contract.

e Legal obligation — to comply with employment, tax, and regulatory laws.

¢ Legitimate interests — to manage business operations, provided your rights are not
overridden.

e Consent — in limited circumstances (we will always explain when this applies).

e Vital interests/public interest — e.g. protecting health, safety, or diversity monitoring
obligations.

Special category and criminal conviction data are processed only where legally permitted and
subject to safeguards, such as:

e Health and safety compliance and workplace adjustments.

o Equal opportunities monitoring (public interest).

e Trade union membership administration (legal obligation).

e Criminal conviction checks where legally required (e.g. safeguarding, right-to-work).

If You Do Not Provide Information
Some information is necessary for us to employ you (e.g. bank details for payment, health
information for safety). If you do not provide required information, we may be unable to continue
with your employment or engagement.
Sharing Your Information
We share your data only where necessary and with safeguards in place:

e Service providers — such as payroll, HR, IT, and pension providers.

e Regulators — such as HMRC or the Food Standards Agency, where legally required.

e Benefit providers — such as pension and life assurance schemes.

¢ Legal requirements — to comply with law or in relation to legal claims.

We do not transfer your data outside the UK/EEA. If this ever changes, we will ensure appropriate
safeguards (e.g. adequacy decisions, standard contractual clauses).
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How We Keep Your Information Secure
We use technical and organisational measures to protect your information from unauthorised
access, unlawful use, accidental loss, or damage. Third-party providers are required to meet these
same standards.
Data Retention
We retain personal data only as long as necessary:
e Employees: 6 years after employment ends.
e Applicants: 12 months after the recruitment process.
e Longer where legally required (e.g. tax, pensions) or for legal claims.
At the end of retention, data will be securely deleted or anonymised.
Your Rights
Under data protection law, you have the right to:
e Be informed about how we use your data.
e Request access to your personal information.
e Correct inaccurate or incomplete data.
e Request erasure of your data in certain circumstances.
e Restrict or object to processing, where legally applicable.
e Request portability of certain information in a usable electronic format.
e Not be subject to decisions based solely on automated processing with significant effects.
If you wish to exercise any of these rights, please contact us.
Complaints

If you have concerns about how we handle your data, please contact:

Data Protection Lead
Email: positivelyengaged@midshiress.co.uk

We will do our best to resolve your concern. If you remain dissatisfied, you can raise a
complaint with the Information Commissioner’s Office (ICO) at www.ico.org.uk.

Version Date: 2025
Document Ref: MID/HR /EH/ GPN


mailto:positivelyengaged@midshiress.co.uk
http://www.ico.org.uk/

	Overview
	What Information We Collect
	How We Use Your Information
	Data Backups & Security
	Data Retention
	Your Rights
	Changes to This Privacy Notice
	How to Contact Us
	Privacy Policy – People
	What is Personal Information?
	How We Collect Your Information
	How We Use Your Information
	Legal Basis for Processing
	If You Do Not Provide Information
	Sharing Your Information
	How We Keep Your Information Secure
	Data Retention
	Your Rights
	Complaints


